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2.1  Overview of Login

Logging into HealthLink Member Access is easy — the Login window is conveniently
located on the Non-Authenticated Home Page.

After you login, you may access Claim History, special offers, and other features.
By the end of this Login section, you should be able to do the following:

Login successfully

N

If needed, successfully request a reminder of a forgotten User ID/Password
3. If needed, successfully reset a Password

4. If needed, request your account status to be reset if your account is
suspended or locked out

Shown below is an example of the Login window located on HealthLink Member
Access’s Non-Authenticated Home Page (Figure 1).
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Figure 1. Login — Non-Authenticated Home Page.
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2.2 Howto Login—Previously Logged In
a. If you have previously logged in, complete the following steps.

Note: If you have not used HealthLink Member Access before,
navigate to the web address below, go to the Login
window (Figure 2), and click the link Register Now. You
will be asked to complete a few simple steps (illustrated
on the next page) in order to get your User ID and
Password.

b. Navigate to the Non-Authenticate Home Page

1. Using an Internet browser, navigate to the HealthLink Web Site:
http://www.healthlink.com

2. Click the link State of lllinois CMS.

3. Click the link Member Access Login Page. You will be directed to the
HealthLink Member Access Non-Authenticated Home Page.

c. Enter User ID and Password

1. If you have previously logged in, go to the Login window, and type your User
ID and Password. If not, skip to the next page and Self Register.

2. Click the [lJefly button (Figure 2). Type User Name &

Password

Leqin

User Mame EﬂliE‘LlC-ElZ:J‘-

++++++++
Fasemord %

For tachnical assistanca please call 1-600-624-2556 Mondays through Fridays 7:30.5.m to 5:30 p.m CET,
Fargatten your User 10 oF Password?
Bedrizes Your Bser [ Password

Mot Yot Registerad?

Please Mote: In order Fur & conbract holder to views &l mermbsrs within hisher Family, =ny Family member swho s LE years of
age ar older will reeed k1 request an online account, lag on, and dick on "My Profile® in order to grant access for other family
rerrbies fo yiaw theair coverage information,

Beqisinr mow {o get sscure access to all the benefiks that Member Access has to offer,

Figure 2. Login — Member Login.

3. The HealthLink Member Access Authenticated Home Page will display your
Member Home Page as well as other menu options (Ex, Claim History and
Special Offers).
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2.3 How to Login — Self Register

a. If you have NOT logged in before, in the Login window click Register Nowand
complete the following steps.

1. Step 1- Personal Information

a) When the Personal Information window displays (Figure 3), type the
required Personal Information in the boxes as stated on your ID card.

The information includes Member Id, Birth Date, Zip Code, Last Name,
First Name, and Member Type.

b) Type the letters displayed in the blue bordered window into the box.
c) Click the button.

Note: If you do not agree to enter the required personal
information, click the button and you will be
taken back to the Non-Authenticated Home Page. If you
wish to clear your entries and enter them again, simply
click the button.

ype the information from
our State of lllinois ID card.
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Figure 3. Login — Step 1 Personal Information.

2. Step 2 - Verify ldentity

a) If Confirmed— Member Access will try to match your entry to what is in
the system. If you are matched as a member, a confirmation message will
display (Figure 4). Congratulations! You are almost ready to start using
Member Access.

b) Click the [®feJalilgl8fs] button.

Step 1 Step 2

Fersonal Infur Varily ity

Ceangratulstion! Fos kave successfully been granted online access to pour health core infarmation, Tn the newt step o will be
asked to compete youe sell-rogistration by setting s a User [d ad Pacemord. You will alie ave the option of allowing othar

mambers on yawr policy ts view your infermatson sad be asked to supply 8 correet email address, Flesse seloct "Costinue™
belom ta set up your wser profide

Figure 4. Login — Step 2 Verify Identity—Confirmed.
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c) If Not Confirmed — If Member Access cannot match your information, the
message will explain that your identity could not be confirmed as a
member (Figure 5). Please either try again, or call Customer Service toll
free at 800-624-2356.

If not confirmed, contact
Step 1__’ Customer Service.
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Figure 5. Login — Step 2 Verify Identity — Not Confirmed.

3. Step 3 - My User Profile
a) The My User Profile window will display (Figure 6).
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=il = = Password.
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Figure 6. Login — Step 3 My User Profile.
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b) Type a User ID.

Note: For User ID, please use the following guidelines.

Please choose a User ID that:

1. Is 6 - 20 characters.

2. Includes at least one number and one character.

3. Does not start with a number.

4. Does not contain spaces.

5. Does not consecutively repeat a character or number more
than twice (Ex. AAA12345 would not be allowed).

6. Does not contain two letters followed by all numbers (Ex.
AA12345 would not be allowed).

7. Does not contain special characters (!$%&#).

c) Type a Password.

Note: For security, asterisks (*) are displayed in place of the actual
text characters being entered.

Please choose a Password that:

Is 6 — 20 characters.

Includes both letters and numbers.

Does not start with a number.

Does not contain spaces.

Does not consecutively repeat a character or number more
than twice (Ex. AAA12345 would not be allowed).

Does not contain 3 or more letters of User ID in the same
sequence.

7. Does not contain special characters (!$%&#).

CE SR

o

d) Type your contact Email, a Challenge Question, and a Challenge Answer.

Notes:
Challenge Questions include:
a) Where were you born?
b) What is your grandmother’s first name?
c) Whatis your pet's name?
d) What was the model of your first car?
e) What was the name of your grade school?

e) If you wish to allow other members on your policy to view your Member
Access information, select the checkbox Allow others to view my
information.

f) Select the checkbox Accept terms of use, and click the button.

2.0 Login 5

P HealthLink.




UMN.8.015 Revised Date: 10/27/2008

Member Access User Guide

4. A welcome message will display, notifying you that “A welcome letter will be
mailed to the address we have for you on record. If you have any questions,
please contact HealthLink Customer Service at 1-800-624-2356.”

5. Click the [Salanty button.

6. The HealthLink Member Access Authenticated Home Page will display your
Member Home Page, displaying your member information as well as other
menu options such as Claim History and Special Offers (Figure 7).
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Figure 7. Login — Authenticated Home Page.

24 How to Retrieve User ID/Password

a. Inthe Loginwindow, click the Retreive Your User ID/Password link.

b. When the following window displays (Figure 8), select whether to retrieve your
User ID or Password, and click the button.

Forgot Yourld or password? You can retrieve or reset your account information in a few easy steps.
What information are you missing?

& UserID

T Password

com L cocer

Figure 8. Login—Retrieve Login Information-Select.
c. To Retrieve User ID:

1. If you selected to retrieve your User ID, when the Member Information

window displays (Figure 9), type the your member information into the text
boxes.

Note: Make sure you type the information exactly as it appears
on your State of lllinois ID card.

2.0 Login 6
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2. Click the button.

s (o (e W T v SR TN O YBUT ACCEUSL. I 1 ssativis oer TReois, we i S e Lser 1010 e dimal afiess vwe B on T 1T yos a0
TNy prehiems, plasse corvsct Heslisliok's Costomer Sonvics Doparisest ol 1. 0056282350 hotwens o hers of 73008 S5 SHEMNTE T om sl
BUsme s S5,

- ——
Bember & = [L23amaTacss Lasi Mame;
Hirth Dafe: & Bdrddfddid Firs® hlassa:

Zip Codez = =112 Humbar Typa: { Subscnbar )

rg Juplaped n thes follosing imaps

[

s Indscates a Ruguered Fecld

qm

Figure 9. Login—Retrieve User ID-Member Information.

If the email address matches the email address in the HealthLink Member
Access records, your User ID will be emailed to you.

Note: If the email address does not match, an error message
will display. If this happens, verify that you entered your
email address correctly, or click to go back to the

Non-Authenticated Home Page, or contact Customer
Service at 800-624-2356.

Check your email. A message will be sent to the email address on the
account containing your User ID (Figure 10).
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Figure 10. Login—Retrieve Password-User ID Email.

5. Go back to the Non-Authenticated Home Page, and enter your User ID and

Password in the Login window, then click [lJelly. The HealthLink Member
Access Authenticated Home Page will display.

2.0 Login
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d. To Retrieve Password:

1. If you selected to retrieve your Password, when the following window
displays (Figure 11), type your User ID and the answer to your challenge
question, and click the S button.
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Plasan arrtar the characrs duplapad in tha Falaming insge

Bhndb—

= Inilicuies & Azguired Aedl
iIl

Figure 11. Login—Retrieve Password-Challenge Question.

2. If the User ID and challenge answer match what HealthLink Member Access
has on file, a temporary Password will be emailed to you.

Note: If the email address does not match, an error message
will display. If this happens, verify that you entered your
email address correctly, or click to go back to the
Non-Authenticated Home Page, or contact Customer
Service at 800-624-2356.

3. Check your email. A message will be sent to the email address on the
account containing a new temporary Password (Figure 12).
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Figure 12. Login—Retrieve Password-Email Confirmation.

4. When you receive the email containing your temporary Password, go back to
the Non-Authenticated Home Page, and type your User ID and temporary
Password in the Login window, then click

2.0 Login 8

P HealthLink.




UMN.8.015 Revised Date: 10/27/2008

Member Access User Guide

5. You will be prompted for a new Password (Figure 13). Type a new
Password, and click [IJsfig).

We have accepted your lemperary passwerd. Tou mest now sepely 2 permanest password

rd
[rrerenes
Senorhve]
Be Type | .
paseiard
Plaades chodes J Pasiword that meets the Folosing raquiremants:
Iz & - 12 characters in length
: Indudes both kefiers and numbers,
Coe=x not start wmith s number,
. Do=s not cansecubively repeat & character ar ramber mare than taice [eg. A&41235 woukd not be sllomed]
. [Domm ot cankasin 3 or mors consecutive chersctars from your User [0,
. D= nat panksin spapes ar speoial charsoters (3% BE].

o

Figure 13. Login—Retrieve Password-Email Confirmation.

6. The HealthLink Member Access Authenticated Home Page will display.

2.5 Field Descriptions

Following are descriptions of the fields that are displayed in the Login window on
HealthLink Member Access’s Non-Authenticated Home Page.

a. Window — Login — Login (Figure 14)

Uzser Name Janelosl 25
pa::Hnrd HEREEAE @

Far technical assistane: please call 1-B00-624-2256 Mondaws through Fridaws 7030 &m to 5:30 pom CET.

Forgoften your User 1D or Password?
Podriersse Yok B 10 Pk word

Mot fet Registered?

Flease Kite: In order Far & carract hn_:\luer o wen all mtrnb-:rs_utrthin his/her family, any family member who is 16 yenrs af
afa ar obdar will read to request an online ageount, log on, and dick on "My Frofile® in order to grant access for other family
rnermbecs bo yiey their coverage informahon,

Beaisder o to get secure sccess to sl the benefilbs that Member Scoess has to offer,

Figure 14. Login — Member Login Fields.
Table 2. Login—Login Fields.

Field Description

User Name This is your unique login to HealthLink Member Access. Please choose a
User Name that:
1.) Is 6 — 20 characters.
2.) Includes at least one number and one character.
3.) Does not start with a number.
4.) Does not contain spaces.
5.) Does not consecutively repeat a character or number more than
twice (Ex. AAA12345 would not be allowed).
6.) Does not contain two letters followed by all numbers (Ex. AA12345
would not be allowed).
7.) Does not contain special characters (1$%&#).

2.0 Login 9
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Password

If you have retrieved your HealthLink Member Access Password, you will be
logging in with a temporary Password and will be prompted to change your
Password. Your Password should be unique and not easily guessed. Your
Password is case sensitive. Please choose a Password that:
1.) Is 6 — 20 characters.
2.) Includes both letters and numbers.
3.) Does not start with a number.
4.) Does not contain spaces.
5.) Does not consecutively repeat a character or number more than
twice (Ex. AAA12345 would not be allowed).
6.) Does not contain 3 or more letters of the User ID in the same
sequence.
7.) Does not contain special characters (1$%&#).

JLoon

By clicking Login, HealthLink Member Access will validate your User ID and
Password. If both match with what HealthLink Member Access has on file,
you will be logged in to the Authenticated Home Page.

Retrieve Your User
ID/Password

HealthLink Member Access allows you to retrieve forgotten login information
by validating your identity using the challenge question and answer you
provided and your valid email address.

Register Now

HealthLink Member Access will provide instructions advising how to obtain a
User ID, either by self registering, or by calling Customer Service.

2.6  Frequently Asked Questions (FAQ)

If you were NOT able to login successfully, this Frequently Asked Questions
(FAQ) section offers you assistance. There could be several reasons why you were
not able to login, ranging from a misspelled User ID or Password to a Locked Out
account status. This section describes possible scenarios in which you may not be
able to login, along with the solutions that will lead to a successful login.

Question:

How can | get a User ID?

Answer:
1. Self Register

If you have never used HealthLink Member Access before, navigate to the
HealthLink web site (www.healthlink.com), click the link State of Illinois CMS,
click the link Member Access Login Page, go to the Login window, and click

Register Now. You will be asked to complete a few simple steps in order to

get your User ID and Temporary Password.

2. Not Sure? Call Customer Service
If you would like a User ID, but do not know whether you are registered to
use HealthLink Member Access, please call HealthLink Member Access
Customer Service.

Table 3. Login—Customer Service Contact Information.

Customer Service — HealthLink Member Access

Hours:

7:30 to 5:30 CST, open business days

Phone:

800-624-2356

Recorded messages after 5:30 PM CST

2.0 Login
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Question:

What if | Misspell My User ID or Password?

| navigated to the HealthLink Member Access Non-Authenticated Home Page and
entered a User ID and Password in the Login window, and after clicking the [Refelly
button, the following window displays (Figure 15).

Invalid User ID or Password

Uiar Mamsa

[ ¥y
Pasgword T @

i : = L
For techricsl sesistance plesss call 1-A00-824-2356 Mondaps through Fricsys 7:30 8 mbo 5030 pom CET

Foegattes pour User 15 or Fassword?
Rintr s Your Siest 08 eawand

mot Tet dlegistered?

Fleass Nate: In order for = contract halder to visw sl members michin histher family, sy family member mho ic 18 vears of
aga o chier will nead Eo regquect an anlies: accound, lag on, and chek on "My Profla® in ardar o grant acoaes foe othar family
meembers ko view teir aoverage rformabon.

Bopisnr s i get securs spcess to &l te benefits that Member Sccess has to offer,

Figure 15. Login—Login Failed.

Answer:

Either the User ID or Password you entered is misspelled, or does not match
any registered HealthLink Member Access User ID.

1. Re-enter the User ID and Password and click the button.

2. If the Invalid User ID or password window displays again, click the Retrieve
Your User ID/Password link. You will be asked to specify which information
you need: your User ID or your Password. After HealthLink Member Access
has successfully verified your identification, you will receive your User ID by
email — or if you requested your Password, you will be able to reset your

Password.

3. You may also contact HealthLink Member Access Customer Service at 800-

624-2356.

Question:
What if | Choose a User ID that is Already Being Used?

Answer:

If the User ID is already being used, HealthLink Member Access will display a
message “Sorry, User ID has been selected by another member. Please enter a

different User ID and click 'Submit' again.”
Try entering a different User ID, and click the button.

2.0 Login
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Question:

What if | Enter a User ID or Password in an Invalid Format?

Answer:

If you do not follow the required User ID format, an error message will display,
prompting re-entry of a User ID in the proper format.

User ID
Make sure you e nter your User ID using the following format:

OhwDNPE

o

7.

6 — 20 characters.

Includes at least one number and one character.

Does not start with a number.

Does not contain spaces.

Does not consecutively repeat a character or number more than twice
(Ex. AAA12345 would not be allowed).

Does not contain two letters followed by all numbers (Ex. AA12345 would

not be allowed).
Does not contain special characters (!$%&#).

Example: “Peas1289”

This User ID is 6-20 characters in length, and meets the
other requirements.

Password
Make sure you enter your Password using the following format:

ahrwdE

No

6 — 20 characters.

Includes both letters and numbers.

Does not start with a number.

Does not contain spaces.

Does not consecutively repeat a character or number more than twice
(Ex. AAA12345 would not be allowed).

Does not contain 3 or more letters of the User ID in the same sequence.

Does not contain special characters (!$%&#).

2.0 Login
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Question:

What if My Account is Suspended or Terminated?

A message will be displayed in the Login window (Figure 16).

Inaradidl Lcow THE oF Dakewesd,
ser i temporary bedked, Bhease conknct help desh,

Lizer Name

Fassrord m

)
For techiicdl aesistance ploacs cal 3-200-624-2358 Mondaps through Fridars 7:30 & m ta S420 pan CST.

Figure 16. Login—-Login Failed-Locked Account.
Answer:

If your account is suspended, please contact HealthLink Member Access
Customer Service at 800-624-2356, and request that your account be
reactivated.

If your account is terminated, please contact HealthLink Member Access
Customer Service at 800-624-2356, and request that a new account be created.

Note: Suspended accounts can be reactivated by
Administrators.

Terminated accounts are permanently inactive (a new
account must be created).
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2.7 Howto Logout
For security purposes, it is important to logout when you are finished using
HealthLink Member Access. Simply click Logout. Your requests and information
will be available the next time you login.
Click Logout to exit HealthLink Member Access. A Logout button is located in the
top right corner of the window, and there is also a Logout link near the lower right
corner of the window) (Figure 17).
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Figure 17. Logout—Logout Button.

You will then be successfully logged out and directed to HealthLink Member
Access’s Non-Authenticated Home Page (Figure 18).
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Figure 18. Logout—Non-Authenticated Home Page.
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